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... jjUI J^ ^L£ c> i„ oVl 
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1 
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A l »« a m <^l ( .... ji ...jilE jbpera ji firefox ) ji*^i»Jl 



£)j£j (ilSJ J JJjjj Aj~ U^ ^jbgj] JjJ^jj AlrtxHuJ (^jJl »'^'«l| j^i J^li £>« ^JajHj *JAJ 



4tii jti* ija j j>ai jjjia & *±^\ jjj-2SH ( .... j' ...ilE jiopera ji firefox ) A*L*Za ?j*A gL^iA\ cjlLu <Jj.*lL 
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fj> ( _Vhttp:/^ft.75.39.8Z/~alfaloj/vb/forurridisplay.php?f=13 



ices - | R^ Rating , New Sjte Rank; 951Sj6 S|te Report E [MY1 TELEKOM MALAYSIA BERHA.D. 
Check I Random email 



History Temporary 



id,, 



I 






|_j jic^SiliB... j | jie^i^... 



I 



j £jI sSi^ie... 




Connection Settings 



£jj S ajji qu ;S ^t'ijlr. ^ULuuUi 
II 4mSj IS Aisy ICJl5 JL ijLrji _>>l 
l>jo jO ^g^ia jit i^oLill JiLmjJI 




Configure Proxies to Access the Internet 
DisableTorbuttcj^ochanaethese^ettinc^ 




More information 
■ "_• No proxy 

Auto-detect proxy settings for this network 
o : Manual proxy configuration: 



HTTP Proxy: 127.0.0.1 Port: 

j Use this proxy server for all protocols 

SSL Proxy: 127.0.0.1 Port: 

FTP Proxy: Port: 

Gopher Proxy: Port: 

SOCKS Host: 127 .0.01 Port: 

■ ;. SOCKS v4 i$ SOCKS v5 



No Proxy for: localhost 127.0.0.1 

Example: .mozilla.org, .net.nz, 192.168.1.0/24 
Autor^tLc proxy configuration URL: 

r 



jtor^Jic proxy configuration URL: f 



(r^LJjt 



Cancel 



Help 



* iijl— AaJI iijj-Jl <[] : $51 e] 

o.fv \l ^-»-\l I 6- Mjl oi l I'.lr ivia 




p<& 3 j^o Song of Terror 



c&> 6^ (127.0.0.1 ig\ Localhost ) \\\isj±\ >j* ^J^ JS &M* 6* ^uit Jij^i £***** >*b «22i O&Sj (j^ Sj^ll ^ *Jfij lit 
ji ) ^jliJl ^m1\ ^j £A3l$ jijAi SjIpL eJ L tf SI) > lijk PRIVOXY j PRIVOXY A-*-j j#L^ ji>y, AJp u^ djt^ ^ 8118 ^j ^jj^t 

9050 fSj ^j^ii JU*U jj> & ( c^jijVb ^^4^ u 

I4J& LLuaJ) H& AjLixlt d^£j U£jUjjj1 ^jSj ^2ll TOfblltton SlJl JUxIujI J^li £>* SjIaiJl &JA Jjlau dlLajfl FJTGFOX ^Luala J^xluu CjjS IjI 
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(... £A£te-Vl o-^ J J****Ji ^jaII iaia^ jjsA pl$ju Privoxy fj*>) ^j^^v Vrivoxyti jpj^ f jM 

flail ^ lj&i*l\ jjiij jjjjj <> 4tj^ JS 9050 ^IaII <> <iL>*U <> L$*l» j 




. - -^ unencrypted link 
encrypted link 



q^ja^JLuL-y I 4.->^J_aJI Obiiu 
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cjt>4 d£tf JAa CjjSUI J^jj j cjt>4 d£ti \JAa( HTTP^W ^ l)J^ ^ TCP/IPj 



( ii^v >Ai \* c>^' j ip ^Ll^ ^ **** v tcp/ip jaaiw) 
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( Sjidw ^iu.jj jjiVl jjjjJI £li Https JAR9J* $i SSLj^»JI ^2 ^jj jjSIaII ^is |jj ) 



jjjjj ^k- Aj£>4ij «lfib CJJjjILa filters ^Ij2^ uijL £y* <> £u£Ul LlHil Aajti*) ?& £yu±Z *l}Jal\ o'm 

" Jl_^ " 4^IS ^Jc ^jjaj CjjSL Mitil o-iuai ^ Jll CjjSUI Ll&UI j^fl jJaluy 3] " -*<-$?- " ^ <ij^ ^JjUI ^J Jj CJflLil J^ ^ ) 

l ±jjtjl\ life £*iajJ t«S ji**u> AJaLuu JSj OjSIui ^* 

AajLj]! ^^i« j 2^0^' J«— » Cm TCP/IP connection &*jj p* j 
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Tor onion routing network 



£_£ 



3 2 
2 2 

2 2 



B-*l-2. 




2 
2 

2 



Your t 

desktop* 



Internet 

router/ 

server 



Tor 
router 



USA 
Spy 



■ 2 vj^t ^** 




Each Tor server sees no more than one hop in the circuit, 
neither an eavesdropper nor a compromised server can 
use traffic analysis to link the connection's source and 
destination. 

Each normal router (on the regular Internet) sees no 
more than an encrypted connection between two 
Tor-servers 



Service 
on the 
Internet 



Encrypted 
connection 



Unencrypted 
connection 

Connection 
seen, 

content and 
relation is , 
not seen. 

I Connection 
and content 
seen, but 
not real 
source. 



J&UL4 Jjfc JLwfljJ 



^^ aid*j Ja liljjLLil) jIajj ^ ill JLoajVl 



(jiiij J^xluu dilla ji ^Jl^ j (j HIaH j SjjiVI SjSaJI <jjj jiA* £)j&££ JU^jVI Sjj-^JI Jt-Jajj La£ 4jV ) <^ jj& £^V j 2so^' j*-ut4 j-uJl *Lal£ 

4jjjlaSiA] Circuit 

Cjj£UJI LfS J^jj £l L$Jp ^21) iS*xl\ j djiljUl Lg_L« jL Jil\ S^kil ^kj jjj iSk* J£ LLLui Cjj£j U£ 
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( Tra#V Sniffing ) 4jM* £ULy.?l B 




UjLa]| ^ ^^l c> 4^j^» cP^t 2007 fte ^ ) jjIjj ^ AjS>4 cjtjila jjjla ^ ( c**^ 1 ^ di AijUiu %a ) iiLji^ <> ^jiu u ^j^ ia^! 

ojjiivt J& cjUjk^i JjLj &j traffic sniffing J^ cjIjjLLaJi 
USUI <> AajI^i Traffic <> %85 <^lj* ^ >s ^ j Frankfurt *i^ S^>^l Jjbsii Sjk Ujj£I traffic J^ Sjap 120 ^j* ^ ulAj ^ 
£t£ ijj ^j S±^ij 4JU ^ VI Sniffing ^L^ <> ^ ^ £^l OW^ ^ ci* traffic JEncryption *>*/Tor jj^l s^^ 0j^*2 ^ M 3 £j^ tP! 



( jSlili f j$i* j^£ j jiuj-4 £)& 4iSf jjUI A£^ui Jyj^ £p J-4JI ££L1\ ialUJl ^jj V 4Ja^^U) 
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3 J 2 L^J^^t J& ^J*^ U^ 1 VJ^^-^ CA^ <-%£ tfcluL 4^j nil) diA iajj il& 

IP ci> Internet Protocol v <-^j*^ L* c^ ?\$Jt\ *& j £&&) t-iuiijaJ) <> Jii ^tij ?Ua&] J^li <> 4Jiu ^ i oia ^ 4^1 ^ 




CojjDVI CjLul) !j£A j tifcluj! J^U. (> o^axJ) LfJaau £a ^UijVb ^a£jj*I CjUujU £jJ clu»li 1969 4iui ^ )^ J 
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„.^j Iujj^uji ^k ^L^jiiii ^jiu ^sjj ^jii^ j 
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j» 


iBs.ieao.s 



^HIaJI gi^uaj 4-uIIa) ^J Jiji j ^j-ajLj ^jSJ ( |p ^Sj ) 1 ^jntKlb JU^jVI ^ g j W ^ ^HUI ^dLuaj 3 ji 2 Q^j<mKH j|j| lit <j3) 

3 j 2 l)Ahj^ f-^ 4-& ( f J L- ^ C5^ 4-4jj*-!b i^Ia^jj 4jjJbJj <u]£ Server <-* ) j*>* jj j v*^ ( ^j )1 <-H>uA^i ^ij 
u$J jfljj 4JSr dii j u^m^j ^ jL ^ili 1 ^>«uji ^ l^jjj ^Sf ( <ifcO ^a ^j*JW ^^> ^J^! ^* Client <-5 ) Clientsjj^W*^ 3 j 2 ca^AaJ) ui 



jjV) ^Sj uiUa J^U <> ^j% ullaii fo j ^jiLa]) aJp jij ^iii lu^UJi ^i ( server ) ^i^\ <> ^Ji j^j ol fflj^ 45^^11 2^^ 3 jt 2 ^>uiLaJi j)ji lit 

^HiAil iaiua LU jfJaj j ^jIUl ^HIaj J^alS 202.75.39.82 fSjll I^A uiUa Jxifl ( f Jl£ ^^lu jfljui 4-a1£ ^^-uuj V ) jfl>uJl I^j o^aliJl 
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Mffl^Efc 


















^C'iL^'V: O^L&JI i"*K if* fll 




















jL\ L-ijtA*k\ JLuauVI ljj^jIa Jljj bj j Aj ygJA |P *jj AjjI id< ;-*^; J • ati a c_jj^juIa j£ j jjj£ ^j-^I CjjjIjV^ AIusIaII l-lujuIj^JI JJC- j 1984 4a-ui cr& l>*^ c)VI 

... jVl Lute )j;u£ j>»S?l <*iMHl & j ...Sjjjiil CjLujVI flSjl lfc£ uuSj Cjlil^j Ajil (j-aaJi JS 

JaJI 
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? DNS ^t>ij^ ^a Ua 

Domaine Name Server c*-^ ^j^h! ^ <> D.N.S 

: 4JUUI *UiiJl ^jSj fJUJl <^£ SjJuHa i-uuilj-A ^A DNS ^J*>^ J 
-uj ^j Jil 4Jj!^UI uflj^b ^1 f LJaPb DNS ^Ijij" ?j& 

IP ^Sj >u I4J JjL DNS ^lji>- <^) ^j J^jW ^>-^ ^jLi falojal .net 4^ o' cr^ ^ji^l c*-^ Ji^^U 202.75.39.82 £J\ ^^ u^j^ ^a 

faloja.net 

JjL j ^m^Hiti LLj-uiU ^1 4JLuij JLuijb ,1^ DNS Jb"i ^ j<La JI>uJ) lib ^b 4jUI dL«j DNS ji>* ^ jj*j ^^ qaxj1\ Lj-Jaxj j-a jjtuaJb DNS ^L£>ui pjk& 

( 4,4^1 ^jIj ^>uAa ^^ju Server Jb** 4,aK Lg ^u y ) 202.75.39.82 fSj ujja-iUJIj J^VI 4^ falojal .net jS>u JL^jyi ^ J J ^! ^-^ ^ <^ 

dUA j iiSiL ^i A-4±LJ! Jjjaj <j<aLL DNS J*>^ ^^ ^aJLxJt ^ SjAilla 6iA DNS ^Jb^j J 

( com ) v ^^ DNS ^lji>- 
( info ) v ^^ csj^ j 
( org ) ^ ^^ csj^ j 
( net ) v ^^ <sj^ j 

(sa ) ^Ij-^ib 4-uaLL CjIjSjui L^ja! AjJjx-uJi ^U (jl^iLSb 4-uaLL ^j^I j 

( de ) wa-li j 

( uk ) IjJUsjjj j 

... >J. ■ ■ >J ... >J 

{^jfe j£-ub Ajuj^ CjIjSjxjJI dJA j 

net v w f''j j^j-* Ljlh n& (iLj^uii^ ^u^j 

:e.g 

faloja1.net 

<> <^yi ^Sj uaUsj Vji ^ jL 

c> falojal .netc^V i^J v 1 ^ 4j^ *-^i J J> DNS ji>- f A ^ >*^ ^ ^ ( ^ ^ ) 4j^ ^^ J J> DNS Jj^ 

<y* ifyri] ^Sj i_iikj ( sa v o 3 ^ ) DNSjS>^ ^»jL 4^b jj*j pi lil ( 4jjj«-uJ| !^ ) sa v oat^l DNS j^>^ 

^> ^jjVI ^j uiUaj ? jfS) o^lj ^i ^IpSH DNS ji>- ^A U^^ ^l ^Ij ^i ^bSft DNS J>« 
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>b 4i^ 4^1*]) DNS ^lj>« 

( net ) v o^iJl DNS Jj^ *-&&& 

faloja1.net 
( 202.75.39.82 ) ^ 6^ <g%\ ^\ ^j Jri> 0* 

111 

??? ( ^Iuuj) ) Wlti ui£ .... Ul^afl ^i CjIjjLLaJI JlJj UA j 

uijsuS IgJL* ^^tSfl DNS ^LA^ J^ U^ J^ Ijlinn (iLj^L* ^ l^j 4<nKl) DNS <^J*>* c^ fdlojdl .net J Jlj^Jl £-uajJ A-4,lLS! (J^jja (j* CjIjjLLaJI uillaj 
J^ajj dj| fJau £)Vl Ljii2 j ^HIaJI <Lk> ^jSjaJI jfl>uJl j!>U <> V) 4^jla ^Iaj V li$£ „.jl „.jA ^IuaJI ^i tiSfljja-4 £)i uijau tgJI JS1 ^ j CA^u\ dj| fJbu 1$j1 lidS £)1 ) 
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Directory 



-aa 



T-v, 



.This image has been resized. Click this bar to view the full image. The original image is sized 789x594 
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F^-JDL^ 




Unencrypted 



hl&A\ 6JA J& lj!Su1\ 
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jjJiill jj& £uiajj US jj^Jl AJLui ^ DNS J* £iUlu J^jA 5 ^JluUll o^ J& c-il*Ui <2>1ajj 

/http://www.zshare.net/download/550193529c5ce90f 
http://www.irongeek.com/i.php?page=videos/tor-1 



^^aSjJI iajljil J^jla OP ^JUaJL JL-ajVI 



http://202.75.39.82/-alfaloj/vb 



( 202.75.39.82 ) 

DNS J' ^LA>*J J^Umj jjjajJ 4j^LaJi £)jJ Sj^b*a til a i a^J ^fiull 4-<aJ_ k *J£j ^^Jl c-n^tWti a-uu! J^lLuu t^VDNS J' ^LA^uj lH cr^ c5^ t-illaS H 



: LjIjII ^>i 



tiLj ml «\ ^ 80 fSj iilAll (jjjla £P J-^jj duA http ^-Auij JL^jj JjSjjjjj (J JXJ 

202.75.39.82 
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i^W ati t**iVi jlajl <^*3 ^ a N atit dJA 

alfaloj/vb 

Alaj jlalSl u&j j ill ALi-aJl ^uij 

^JUil I— Slj-Jli j*g dU j alfaloj/vb M ^j^j 202.75.39.82 ^j A^ S^L* J^2S Cui ^! 

£*b DNS <^L£>" J^ ^i£ Jja. ^Ujiuaii <> jj>i 
http://www.youtube.com/watch?v=k2oUZMKIozA 



I^LjjSI 



? oJjjj g2>* ^Sf gr*M lajtji) <Jjxj uL£ 

http://www.youtube.com/watch?v=Bva1QKJI00 
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Domain mane 

Website.com 
/http://whois.domaintools.com 

http://whois.domaintools.com/website.com 

^ij^li <>*j whoisj js^j |p 4ij«^ 

j' 
FireFox J Add-on fo s^j 

https://addons.mozilla.org/en-US/firefox/addon/5791 

Flagfox 3.3.7 

http Adress ^^ <>u J* £y& <& v*>^ Ah-^ <J* c$j^ </& ^j^ ^ & j$%« lj£JS\ jju j 
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1 

TORjj^ c*-^' c*" 3 ^ FireFox o-M j^ &**** J 




AJifr a^j—j j jjj oj-^ ^">"V' <iij]| ^pij ^a ^iuaiii Opera jjiM^ £*"•»*" <Ji— «*^* 




j ^i^V 1 1^ d>-»H netstat ^luia^SHELL^ Jj^ail CMD v3fi JaSa g^Ujj tf i qj.l >%u,bu &£>»» cyi^yi Aij^. Uui 

http://www.youtube.com/watch?v=RIKxl8HcdWI 
netstat >»Vi JLaiuii aAiS ^jj 



23 of 25 



10/5/2011 11:10 PM 



^)jl -s a\\ j Q* y $\ 0_J£^.V (j^J <■ ^P J... J_>"^ lW- ^ jffi r*^Jui.. (jVI - 0.1^.1j 4£jLuu» ^pa^)C - a!>LujVI ^"^-ajuJ <£fuJ d)lj.llLa ### 



file:///C:/New folder/tir.htm 



: jjJ2 another'^ 
http://www.irongeek.eom/i. php?page=v... -current-ports 



V 



Jl&SU S>j 4£^ ttadUl 2006 jlljl TOR *VU OiA>" J* jIjU BND fr* QjUl. ^Uft) Jjjj^H 



■■■ ^ ^> ^ 



^0#g of Terror 
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Falluja 
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